
LA-UR-21-27042
Approved for public release; distribution is unlimited.

Title: Classified Matter Protection and Control  User Refresher Training
Course 35043

Author(s): Rinke, Helen Mae

Intended for: Web

Issued: 2021-07-20



Disclaimer:
Los Alamos National Laboratory, an affirmative action/equal opportunity employer, is operated by Triad National Security, LLC for the National
Nuclear Security Administration of U.S. Department of Energy under contract 89233218CNA000001.  By approving this article, the publisher
recognizes that the U.S. Government retains nonexclusive, royalty-free license to publish or reproduce the published form of this contribution,
or to allow others to do so, for U.S. Government purposes.  Los Alamos National Laboratory requests that the publisher identify this article as
work performed under the auspices of the U.S. Department of Energy.  Los Alamos National Laboratory strongly supports academic freedom
and a researcher's right to publish; as an institution, however, the Laboratory does not endorse the viewpoint of a publication or guarantee its
technical correctness.



Classified Matter Protection and Control 
 User Refresher Training  
Course 35043 

Introduction 
Welcome to the Classified Matter Protection and Control Refresher Training for 
users of classified matter. The purpose of this refresher training is to familiarize 
workers with responsibilities of protecting and controlling classified matter. This 
biannual training must be completed by all workers whose job duties include 
generating, processing, accessing, handling, using, storing, reproducing, destroying, 
transmitting or accounting for classified matter. 

Classified Matter Protection and Control User Refresher Training Course #35043 has been 
Designated Unclassified Subject Areas (DUSA) - Designator: TRNG. 

Notice of Violation 
A violation of the provisions of the Classified Matter Protection and Control Handbook relating 
to the safeguarding or security of Restricted Data (RD) or other classified information may result 
in a civil penalty to subsection a. of section 234B of the Atomic Energy Act of 1954 (42 U.S.C. 
2282b). The procedures for the assessment of civil penalties are set forth in 10 CFR 824, 
Procedural Rules for the Assessment of Civil Penalties for Classified Information Security 
Violations. 

Working with classified matter is serious business. For the sake of national security we must all 
be reminded of the responsibilities we have been entrusted with. Workers are encouraged to ask 
questions and seek guidance before working with classified matter. 

Using This Course 

This course features some dynamic components as well as a number of optional keyboard 
commands. 

Pressing the M key will toggle display of the Table of Contents for this course, as will clicking 
on the Contents handle at left. 

Use the buttons that appear at the bottom-right to move forwards and backwards through this 
course. You can also use the Left and Right Cursor Keys to navigate. 



You can adjust the font size using the controls on the lower left side of the page. You can also 
use the 1 through 5 keys on your keyboard, where 1 is extra small and 5 is extra large. Your 
font size preference will be remembered for up to a year, less if you delete your web browser's 
cookies. 

To be sure you see all the content, scroll to the bottom of each page. 

Course Objectives 
1. Identify classified matter  
2. Identify methods of generating classified matter 
3. Identify protection and control requirements 
4. Identify storage requirements 
5. Identify requirements for marking documents, working papers, E-mail, CREM, parts 
6. Identify reproduction requirements 
7. Identify requirements for transmission mail, hand-carry, fax, E-mail 
8. Identify destruction requirements 
9. Identify requirements for accountability, emergency situations and reporting incidents of 

security concern 
10. Be aware of points of contact and reference documents for working with classified matter 

Upon completion of this course, you will be familiar with your responsibilities for accessing, 
handling and owning classified matter. In this course we will define classified matter and discuss 
the generation, protection, control and storage of classified matter. We will also review how to 
mark, reproduce, transmit and destroy classified matter. We will look into accountability 
requirements for certain types of classified matter. Additionally, we will examine how to handle 
classified matter during emergency situations as well as how to report incidents of security 
concern. Lastly, you will become familiar with points of contact and reference documents for 
working with classified matter. 

Objective 1: Identifying Classified Matter 
• Marking terms: level, category and caveats  
• Types of classified matter 

Objective I: Identify classified matter. What is classified matter? In this section we will define 
marking terms such as level, category and caveats and identify the different types of classified 
matter. 

 
 

 



 

Identifying Classified Matter 

 

In order for a document, part, or piece of media to classified, it must be assigned a classification 
level and category.  

  

 

  



 

The classification level is a designation assigned to specific elements of information based on the 
potential damage to national security if disclosed to unauthorized people. The three classification 
levels in descending order of potential damage are top secret, secret, and confidential.  

  

 

  

 



Classification categories describe the type of information. The three categories of classified 
information are: restricted data, formerly restricted data and nation security information. 

 

 

 

 

 

 

 

Classification Level and Category 

 

Ultimately, restrictions and requirements placed on classified matter are determined by 
combining classification level and category.  

  

 



  

 

 

 

 

 

 

 

Caveats 

 

Caveat markings are placed on classified matter either to identify special handling and 
dissemination requirements of to describe the type of information and who originated the 
information. Here is a list of common caveats.  

 
 



Requirements for Viewing Classified Matter 

 

There are three main requirements for viewing classified matter. First, individuals must have the 
proper clearance level. To view any classified matter that contains Top Secret information or 
Secret Restricted Data, a Q clearance is required. For any other level and category, a Q or L 
clearance is required. Second, individuals must have a need-to-know the information. According 
to the Department of Energy, an individual who has a need-to-know needs the classified 
information in order to complete a job or task that they have been assigned. Third, Q-cleared 
individuals must be assigned proper Sigma authorities before working with classified matter that 
contains Sigma levels. Sigmas are considered caveats relating to Restricted Data and/or Formerly 
Restricted Data concerning the theory, design, manufacture, storage, characteristics, 
performance, effects or use of nuclear weapons, nuclear weapon components, or nuclear 
explosive devices or materials.  

 
Types of Classified Matter 
 

 



 

If you have a clearance, you must understand that you are trusted with our national security. That 
security rests in your hands when you work with classified matter. Classified matter can be found 
in many different physical forms. Here are a few examples of what could be considered 
classified matter: documents; film or videotapes; magnetic, electronic or sound recordings; 
microfiche or microfilm; photographic prints; transparencies, slides or sheet film; radiographs, 
X-rays or aperture cards; parts or electronic media 

 

 

Objective 2: Identify Methods of Generating Classified 
Matter 
Identify methods of generating classified matter. In this section we will identify the:  

• Methods used to generate classified matter 
• How Classified Removable Electronic Media also known as (CREM) is created 

 

 

 

 

 



Methods of Generating Classified Matter 

 

The most common method of creating classified matter is by simply using a computer accredited 
for processing classified information. Entering classified information into the classified computer 
and then printing it out creates a classified document, drawing, design or graphic. Saving the 
same information onto a zip drive creates a piece of classified removable electronic media or 
CREM.  

  

  

 

Other Methods of Generating Classified Matter 
• Classified E-mail 
• Taking photographs of classified items or activities 
• Recording classified discussions 
• Machining metal into classified shapes 
• Handwriting classified notes or documents 
• Writing classified comments on unclassified documents 

There are many other ways to create classified matter; one is by E-mail. Sending classified E-
mail is allowed only on the secured, classified network. If you are not using the secured, 
classified network, you must be careful not to add information to other E-mails that may make 
the sum total of the E-mails classified. Other ways to generate classified matter cover a diverse 
and wide-ranging list of activities.  

Objective 3: Identify protection and Control 
Requirements 



• Identify rules regarding protection of all classified matter 
• Determine need-to-know 
• Identify potential consequences of not protecting classified matter 

Protection 

 

Only properly cleared individuals with a need-to-know and proper authorities are allowed to 
work with classified matter. Classified discussions and work must be conducted within security 
areas. Classified matter must always be protected from unauthorized physical, visual or aural 
access. When classified matter is not in use, it must be stored in a storage container which 
includes GSA-approved safes, vaults or VTR. Classified matter must not be left unattended at 
any time.  

 

 

Need to know 

 

Curiosity is not the need to know! 



Any worker who has been granted access to classified matter must determine another worker's 
clearance and need-to-know before granting access to that matter. Need-to-know must be 
established by determining what matter will be accessed and that the recipient requires access to 
this matter to perform his or her official duties through current relationships, tasks, duties, and 
assignments; or confirmation by your Responsible Line Manager. In rare cases, incidental access 
may be granted to individuals (such as audits by LANL employees or external organizations) 
who handle or come into contact with classified matter but whose job functions do not include 
review or other use of the classified matter. If you have questions about granting access to 
classified matter, contact your RLM. Sigma authorization is also part of need-to-know. Verify 
the recipient's sigma authorities before passing on classified information that contains Sigma 
information.  

Consequences 

 

Leaving classified matter unattended or leaving storage containers open may be an incident of 
security concern. You are responsible for the control of all classified matter under your care. The 
document's originator is responsible for ensuring that matter created in any subject area that is, or 
may be, classified is reviewed for classification by a Derivative Classifier and marked 
appropriately before dissemination. 

Objective 4: Identify Storage Requirements 
• Review the procedures for barcodes on GSA-approved storage containers storing classified 

matter 
• Examine the required forms and procedures for completing the forms for storage containers 

storing classified matter 
• Procedures for end-of-day checks of storage containers 
• Use of cover sheets 

Barcoding GSA-Approved Storage Containers 



 

• Must be tagged with barcodes 
• Must be assigned to a steward 
• Trackable via the Sunflower property management database 
• Multi-locking storage containers must have a barcode on each locking drawer that stores 

classified matter 

  

GSA-approved storage containers used to store classified matter must be located in a Limited 
Area or higher, tagged with a barcode and assigned to a steward. Barcoded storage containers 
will be tracked via the CMPC safe database, making it easier to locate, manage, and audit storage 
containers storing classified matter. Multi-locking storage containers (e.g., five-drawer / five-
combo) must have a barcode applied to each drawer that stores classified matter. This practice 
will allow each locking drawer to have a different steward identified in CMPC safe database.  

 

Steward for Barcoded Safes 
• A steward must be assigned for each safe or drawer of a multi-locking safe used to store 

classified matter 
• The steward may be the primary user of a safe storing classified matter 
• the safe may not be assigned to a Classified Matter Custodian (CMC), Deployed Security 

Officer(DSO), or group administrator if they are not owners or users of the classified matter 
• A worker co-located with a safe but does not have access to the contents may not be a steward 

A LANL worker must be assigned as the steward for each safe or drawer of a multi-locking safe 
used to store classified matter. Barcoded safes are considered property, to be owned by a 
steward, much like a computer. The steward may be the primary user of a safe storing classified 
matter, the RLM, project leader, or another person designated by the RLM. The safe may not be 
assigned to a CMC, DSO, or group administrator if they are not owners or users of the classified 



matter within. A worker who is co-located with a classified safe but does not have access to the 
contents may not be designated the default steward of the safe. 

 

Standard Form 700 

 

Standard Form 700 must be completed for all storage containers including GSA-approved safes, 
rooms, vaults, VTR, or other approved locations for the storage of classified matter that use a 
combination lock. Classifier information is not required to be identified on any part of Standard 
Form 700. Contact your CMC to obtain a Standard Form 700. 

Standard Form 700: Personnel/Custodians 



 

Standard Form 700 is a carbon copy form. As Part I is completed with a pen or typewriter, the 
information will be copied onto Part 2. The form must be completed with a list of all the workers 
who know the combination to the storage container. If additional sheets are used to record users, 
these sheets must be maintained with Part I and Part 2. However, keep in mind, the number of 
workers with access to the combination to storage containers must be kept to the minimum 
number to reasonably accommodate the need as determined by the RLM, project leader, etc. 

 

 

 

 

 

 

 

 

Standard Form 700: Part 1 



 

Block #8 of the form may be marked with "N/A." Block #8 must not be marked with the serial 
number of the lock. Workers who will be contacted in an emergency must have their home 
address and home phone number listed on the Standard Form 700. The complete Part 1 shall then 
be placed on the inside of the door containing the combination lock on a vault, or VTR, or inside 
of the locking drawer containing the combination lock on a GSA-approved safe. 

 

 

 

 

 

 

 

 

Standard Form 700: Part 2a 



 

Part 2a, where the combination is recorded, must be marked top and bottom with the highest 
level, category and caveats of information contained in the safe, vault or VTR. Part 2a is then 
placed inside the envelope - Part 2. 

  

  

  

  

  

  

  

 

 

 

 



Standard Form 700: Part 2 

 

Part 2 must be marked with the highest level and category of information contained in the safe, 
vault or VTR on the top and bottom of the front and back of the envelope. The front of the Part 2 
must also be marked with any additional authorized access requirements, for example Sigma 15 
or Sigma 20 or Sensitive Compartmented Information (SCI). Part 2 must then be stored in a 
GSA-approved safe, vault or VTR. Classified Matter Custodians usually take care of this 
requirement, but not all organizations have a CMC. 

Standard Form 700: Safe Combination  



 

Part 2A is where you record the combination to the safe, vault or VTR. 

Combinations to safes, vaults or VTRs must be selected at random. The use of ascending or 
descending number series or combinations easily associated with the person selecting the 
combination - such as birth dates or anniversaries - are not permitted. 

Safe Combinations Must Be Changed... 
• before initial use of a storage container or lock;  
• after maintenance of the storage container by an uncleared technician or locksmith; 
• before decommissioning or transferring an empty storage container to another organization, 

the combination must be set back to factory default setting (50-25-50);  
• when a loss, unauthorized disclosure, compromise, or suspected compromise of a storage 

container or its combination has occurred, to include the discovery that the storage container 
was left unattended and unsecured;  

• when a user no longer requires access due to reassignment, transfer, or termination of 
employment; or  

• when a user's clearance is  
o downgraded to a level lower than the level and category of classified matter stored in 

the container,  
o suspended, or  
o administratively terminated.  

• Standard Form 702 



•  
• Storage Container Check Sheet 
• Standard Form 702 (also known as LANL Form 1692-A) 
• All safe, vault, and VTR activities must be recorded on a Storage Container Check Sheet, 

which is downloadable from the EIA Online Forms website. The Standard Form 702 is 
used to record the names or initials of the workers and the times they opened, closed or 
checked a particular storage container, vault or VTR containing classified matter. The 
form must be affixed to each container and the entrance to each vault or VTR. 

 

End of Day Check 

 

Recommendation: Mark "N/A" or similar on Form 702 when the container is not accessed for 
the day: however, an end-of-day check must still be performed. 

  

  



  

An end-of-day check is required every workday for all storage containers, even those that were 
not accessed that day. The end-of-day check may be performed by a worker other than the user 
who opened and/or closed the storage container. However, if another worker is not available for 
an end-of-day check, you may check the container yourself, even if you were the one who 
opened and closed the container that day. An end-of-day check is not required for storage 
containers within vaults or VTRs if the vault or VTR was not opened for the day. However, the 
vault or VTR must be checked. Good business practices suggest marking the storage container 
check sheet with "NA" for not accessed, not opened or any similar annotation on any particular 
work day that the storage container was not opened. An end-of-day check must still be 
performed. 

 

 

 

 

Cover Sheets - Front and Back 

 

A front cover sheet is a pre-printed page that identifies both the classification level and category 
of the document. Cover sheets must be applied to all classified documents (including laboratory 
notebooks) when they are removed from a storage container. Caveats may be written or stamped 
on the front cover sheet to identify any special handling or dissemination requirements of the 



document. The word "accountable" may be written or printed on the front cover sheet for all 
accountable documents. 

When a classified document is removed from a storage container, the back page must also have 
the classification level on the top and bottom of the page. There are three acceptable ways to 
meet the requirement for the back page: (1) use a pre-printed routing slip, back cover sheet or 
cover sheet, (2) use a blank sheet of paper marked with the classification level, or (3) mark the 
last page of the document with the classification level as long as no text appears on the back of 
the last page. It is recommended to also mark the category of the document on the back cover 
sheet or routing sheet. 

 

 

Objective 5: Identify Marking Requirements 
• Marking requirements for classified documents 
• Conditions under which classified draft or working paper markings are required 
• How to mark E-mails on the classified network 
• Marking requirements for CREM and classified parts 

 

Marking Classified Matter 

 

• Prior to April 1, 1996 - matter need to only contain level and category if RD or FRD for proper 
protection. 

• After April 1, 1996 - matter must be marked in accordance with the CMPC Handbook. 

  



  

  

Regardless of its date or agency of origin, classified matter must be marked to indicate at least 
the classification level and category if Restricted Data or Formerly Restricted Data to ensure 
proper protection. Documents generated and marked before April 1st, 1996 are not required to be 
remarked to comply with the Classified Matter Protection and Control (CMPC) Handbook while 
being stored at LANL. However, all classified matter must be reviewed and brought up to 
current marking standards identified in the CMPC Handbook whenever it is released from LANL 
or by current holder or removed from a state of permanent storage and placed into use. 

Derivative Classifier (DC) Review 

 

  

The originator of any matter that may be classified, including all matter that is prepared in a 
classified subject area, must ensure the matter is reviewed for classification by a Derivative 
Classifier (DC). Prior to classification review, matter that may be classified must be protected at 
the highest potential classification level and category. 

 

 



Marking Classified Documents and Parts 

 

The originator of a newly created classified document must ensure each classified document is 
marked as required. Classification markings must be clearly distinguishable from the information 
text of the document. Markings may be a larger font size, a different color, or both to distinguish 
between information and text. A blank line may be placed between the classification-level 
marking and the information text. 

When marking the level or category is not practical, written notification of the classification 
must be furnished to all recipients. 

 

 

 

 

 



 

Mandatory Markings - First Page of Text 

 

 

 

• the highest classification level of the document at the top and bottom of the pages, and  
• the category admonishment on the lower left-hand side of the pages if the document is 

Restricted Data (RD) or Formerly Restricted Data (FRD). 



National Security Information (NSI) documents do not require a category admonishment 
marking. 

The following markings are required on the first page of text and optional on any cover page or 
title page:  

1. Date of preparation,  
2. Originator identification, 
3. Title or subject line with classification of title or subject immediately preceding the title, 
4. Any applicable caveats or special handling requirements on the lower left-hand side of 

the page (above the category admonishment marking),  
5. Category admonishment marking, and  
6. Derivative classifier information must be on the lower right-hand side of the page if the 

document is RD or FRD. 

If the document is NSI, the derivative classifier marking must be placed on the lower left-hand 
side of the page. If the document is accountable, a unique identification number must be on the 
first page of text, preferably located on the upper right-hand corner of the document.  

As of February 25, 2008, all newly created NSI documents must include the following statement 
"Derivative Declassifier review required prior to declassification." 

This new marking must also be applied to any NSI document dated after April 1, 1996, that is 
sent outside of LANL. 

Marking All Classified Documents - First Page of Text 

 



All classified documents must identify the date of preparation and the originator identification on 
the first page of the document. When a classified document is sent outside the Laboratory, it 
must be marked with the name and mailing address of the organization responsible for preparing 
the classified document. It is recommended to mark all classified documents with the name and 
mailing address of the originator to preclude document corrections later. Printing the first page of 
the document on company letterhead is acceptable provided the letterhead contains all the 
required mailing address information. Accountable classified matter must have a unique 
identification number placed on the first page, preferably in the upper right corner.  

Subject and Titles 

 

Except for extraordinary circumstances, documents must be assigned an unclassified title and 
marked to indicate such (e.g., U for unclassified, OUO for Official Use Only or UCNI for 
Unclassified Controlled Nuclear Information). If a classified title or subject is used, it must be 
marked with the appropriate classification level, category and caveats immediately preceding the 
title or subject. When classified documents with unmarked titles and/or subjects are sent outside 
of LANL or a multi-site work group, the titles and/or subjects must be reviewed by a DC or the 
Classification Group and then marked appropriately.  

  

  



  

  

  

Marking Caveats  

 

Caveats are special handling or dissemination requirements. Some examples are: NOFORN - no 
foreign dissemination, ORCON- originator controlled, and Sigma Categories. Not all classified 
matter have caveats, but if they exist, a marking is located on the left-hand side of the document 
above the category marking on the cover page (if any), title page (if any) or first page of text.  

  

 

 

 

 



 

 

 RD and FRD Classifier Marking 

 

Classifier markings or stamp for RD and FRD documents must be placed on the lower right 
corner of the first page of text. No interior classifier markings are required.  

  

  

  

  

  

  

  



  

  

 

Marking NSI  

 

NSI documents do not require a full admonishment marking or stamp, on the first page or 
category markings on interior pages. The absence of this stamp actually indicates that it is NSI. 
However, classifier markings must be placed on the lower left corner of the first page of the 
document. Additionally, a new marking is required on the lower right of the document stating a 
derivative declassifier review is required prior to declassification. Thus, NSI documents are no 
longer allowed to be automatically declassified based on a date or event.  

  

  

 

 



 

 

 

 

Mandatory Marking - Interior Pages and Back of Last Page 

 

Documents classified as RD and FRD with additional pages must have level and category 
marked on the top and bottom of subsequent pages. On the back side of the last page, the level 
must be marked on the top and bottom. You may use a back cover sheet if the back of the last 
page contains text. Good business practice suggests using the back cover sheet or a blank page 
marked with the level.  

There are three acceptable ways to meet the requirements for marking the back of a classified 
document:  

• A pre-printed routing slip or cover sheet, or 
• A blank sheet of paper marked with the classification level, or 
• The last page of the document marked with the classification level, provided that no text 

appears on the back of the last page. 

The interior page category markings for RD and FRD documents are not required to be re-
marked if the document was created before July 9, 1998. 

 



 

 

 

 

 

Portion Marking NSI Documents 

 

NSI documents must be portion marked. Portion marking allows various sections of the same 
document to contain different levels of classification. Each section, part, paragraph, graphic, or 
figure on any NSI document or page change created after April 1, 1997, and are in use (i.e., not 
in approved storage) must be portion marked to show the classification level and applicable 
caveat, unclassified controlled (such as UCNI or OUO) or unclassified marking.  

If any NSI document is sent outside of LANL by current holder or removed from a state of 
permanent storage and placed into use, the entire document must be portion marked. Portion 
markings may be typed or hand written. If the portion has a number, letter, or bullet, then the 
marking must be placed immediately preceding the portion to which they pertain but following 
the number, letter, or bullet of the portion.  

  



 

 

 

 

 

 

Marking Classified Working Papers/Drafts 

 

• Date of origin - first page 
• Classification level - top & bottom of cover page (if any), title page (if any), first page of text and 

back of last page 
• Classification level (including unclassified) of each page - top & bottom of each interior page 
• Classification category and full admonishment if RD or FRD, - first page 
• The words DRAFT or WORKING PAPER - first page 
• Applicable caveats - first page 

More on Classified Working Papers/Drafts  
• Classified working papers must be protected 
• Classified working papers must be destroyed when no longer needed 



• Mark working paper/draft as final document if it is:  
1. retained for more than 30 days from date of origination or modification for Top Secret 
2. retained for more than 180 days from date of origination or modification for Secret and 

Confidential 
3. released by the originator, the LANL work group, or a multi-site work group 
4. filed permanently  

Classified working papers must be protected in accordance with the assigned classification level 
and category. Classified working papers must be destroyed when no longer needed. 

Tracking Working Paper / Draft modifications 

 

Every time a working paper or draft is modified, the 30-day or 180-day time clock begins again. 
The modification dates must be tracked either by changing the date of origin on the first page to 
include a total page count of the document or by using LANL Form 1690, "Modification Sheet 
for Classified Working Papers and Drafts" or by dating individual entries. Form 1690 can be 
found under Safeguards and Security online forms in Lab's online Forms Center on the home 
page at http://int.lanl.gov/tools/forms/index.shtml .  

Marking Classified E-mail Messages 
Classified e-mail messages within LANL's red network or within a multi-site work group are 
required to be marked as final documents. 

Messages that have been reviewed for classification must be marked according to the results of 
the review.  



Marking a Printed or Hard Copy Email Message or 
Attachment 
If the e-mail message or attachment is printed to a hard copy, the recipient must ensure it is 
marked as a final document.  

Transmission of Classified E-mail Uutside of LANL's Red 
Network 
When electronic files are transmitted outside of LANL's red network or multi-site work group, 
the sender must ensure the document is marked: 

• As a final document  
• According to current marking standards in the Classified Matter Protection and Control (CMPC) 

Handbook. 

Note: A working group may include individuals or organizations outside the Laboratory.  

The Recipient Must:  

• Verify that any printed copies contain appropriately applied markings, 
• mark the back of the last page of each document with its classification level and category (if RD 

or FRD), and 
• attach appropriate cover sheets. 

 

Guidelines for Marking E-mail on a Classified Network 
• E-mails generated/created on a classified network must be marked as final documents.  
• The following images demonstrate how to mark e-mails generated/created on a classified 

network.  
• Example One 



 

 

 

Guidelines for Marking E-mail on a Classified Network 
Continued 
Example Two 



 

 

  

Guidelines for Marking E-mail on a Classified Network 
Continued 
Example Three 



 

 

  

 

 

 

 

Guidelines for Marking E-mail on a Classified Network 
Continued 
Example Four 



 

 

Guidelines for Marking E-mail on a Classified Network 
Continued 
Example Five 



 

Guidelines for Marking E-mail on a Classified Network 
Continued 
Example Six 



 

Guidelines for Marking E-mail on a Classified Network 
Continued 
Example Seven 



 

 

Guidelines for Marking E-mail on a Classified Network 
Continued 
Example Seven 



 

 

 

 

 Guidelines for Marking E-mail on a Classified Network 
Continued 
Example Eight 



 

 

  

 Guidelines for Marking E-mail on a Classified Network 
Continued 
Example Nine 



 

 

  

 

Guidelines for Marking E-mail on a Classified Network 
Continued 
Example Ten 



 

 

 

Guidelines for Marking E-mail on a Classified Network 
Continued 
Example Eleven 



 

 

 

 

 

Guidelines for Marking E-mail on a Classified Network 
Continued 
Example Twelve 



 
 

 

 

 

Marking CREM  



 

All classified removable electronic media (CREM) must be marked and protected at the highest 
level and category the classified computer system is accredited to process. The classification 
level and category, if RD or FRD, must be marked on the front and back of each piece of CREM. 
Applicable caveats must be marked on the front of each piece of CREM. If the CREM is 
accountable, it requires a barcode. Classification labels may be used to mark CREM; however, if 
the label impedes the operation of the media, alternative marking methods, such as marking with 
a Sharpie pen or any indelible ink, may be used. The classification level must be marked on the 
top and bottom of the front and back of any jewel case, box or cover holding CREM.  

  

 

Protect, mark, and handle CREM correctly! 

• Media inserted in a "read/write" drive, even if no information was copied to it, must be 
protected, marked, and handled as CREM. 



• Media inserted into a "read-only" drive of a classified computer do not need to be marked as 
classified.  

 

If a piece of CREM is produced, the person who produces it must protect, mark and handle it 
correctly. The CREM must be marked at the highest level and category, if RD or FRD, of the 
accredited computer used to produce it. This is true even if a CD or DVD is inserted into the 
"read/write" drive of a classified computer and no information was copied to the disc. Discs 
inserted into the "read-only" drive of a classified computer do NOT need to be marked as 
classified. 

 

 

 

Marking Classified Parts 

 

The marking requirements for a classified part are different than the marking requirements for a 
document. The classification level, category, if RD or FRD, and applicable caveats must be 
conspicuously marked on the classified part, if possible, by any of the following methods: 
stamped, printed, etched, written, engraved or painted on the part. If these standard marking 
methods are not achievable, the markings must be affixed with a tag, sticker, decal or similar 



method. Classifier information and origination date are maintained on the drawing specifications 
and are not required on each part.  

  

 

If program requirements preclude markings on the parts or the parts are too small to adhere to 
these marking requirements, the classified part must be placed in a bag, box or container and the 
markings placed on the bag, box or container. 

  

  

Objective 6: Identify Reproduction 
Requirements 

• Authorization requirements for reproducing classified documents 
• Requirements for reproduction machines used to reproduce classified documents 

In this section we will identify the authorization requirements for reproducing classified 
documents as well as requirements for reproduction machines used to reproduce classified 
documents. 

 

 

Clearance and Need-to-Know 



 

Accountable classified documents must only be reproduced by the accountable library Classified 
Matter Custodian (CMC). 

Classified documents may be reproduced ONLY by people who have the proper clearance level 
and need-to-know in the performance of official duties. Accountable classified documents must 
only be reproduced by the accountable library CMCs. 

  

Copy Machines 

 

Reproduce classified documents ONLY on machines approved for classified copying! 

Look for placard posted on or near the classified reproduction machine. 

Classified documents may be reproduced only using machines that are approved for classified 
copying. An authorized placard for classified copiers must be posted on or near the reproduction 



machine affirming that the copier may indeed be used to copy classified matter. Reproduction 
machines used to duplicate classified matter must be located within a Limited Area or higher. 

  

Sanitization Procedure 

 

The picture on the left shows an example of stacks of reproduced copies. Keep the number of 
copies to a minimum. The picture on the right shows pages of paper that may have fallen to the 
floor or behind the copy machine. Make sure that you have all of your pages before you leave the 
room. 

  

Check for any caveats related to reproduction, and limit the number of copies you make. All 
copies of the classified document are classified as well and must be handled and protected 
accordingly. After copying classified, the machine must be sanitized. If a machine is analog, run 
three blank pages using the same copying process, e.g., double-sided, collated, etc., and destroy 
the blank pages as classified documents. 

If the machine is digital, power the machine down for approximately 30 seconds or longer. 

If a digital machine has an immediate image overwrite security feature enabled to automatically 
overwrite data after every job, then the machine does not have to be powered down. If the copy 
machine cannot be identified as analog or digital, both steps of running three blank pages and 
powering down the machine must be completed to sanitize the machine of residual images. 
Double-check the copier to ensure that the classified originals or copies are not left behind. 

Objective 7: Identify Transmission 
Requirements 

• General requirements for transmitting classified matter 



• Conditions requiring a receipt for transmittal 
• Proper packaging to transmit classified matter 
• Procedures for transmitting classified matter via:  

o hand-carrying within LANL (within and between security areas) 
o hand-carrying outside of LANL (off-site) 
o Fax 
o E-mail 

In this section we will identify general requirements for transmitting classified matter, conditions 
requiring a receipt for transmittal of classified matter and the procedures for packaging and 
transmitting classified matter via hand-carrying within and outside of the Laboratory, as well as 
faxing and E-mailing.  

CMC Guidance 

 

Classified matter can be safely and securely transmitted in a variety of ways, including mailing, 
hand-carrying, faxing and E-mailing by secure means. Classified matter can only be sent to 
approved classified mailing addresses. The Classified Matter Custodian is responsible for 
knowing the latest procedures and restrictions. It is best to consult with your CMC before 
transmitting classified information.  

General Requirements for Transmitting Classified Matter 
Classified matter must be transmitted only in performance of official and contractual duties. 
Before transmitting classified matter workers must verify:  

• the intended recipient's clearance, equivalent access authorization ( security clearance) relevant 
access;  

• approvals, for example, sigma authorities;  
• need-to-know for the matter being transmitted; and  
• approved classified mail address.  



Workers must ensure classified matter is marked in accordance with the requirements in the 
CMPC Handbook before it is transmitted outside of LANL or to a multi-site work group.  

CMC Guidance 

 

Classified matter can be safely and securely transmitted in a variety of ways, including mailing, 
hand-carrying, faxing and E-mailing by secure means. Classified matter can only be sent to 
approved classified mailing addresses. The Classified Matter Custodian is responsible for 
knowing the latest procedures and restrictions. It is best to consult with your CMC before 
transmitting classified information.  

General Requirements for Transmitting Classified Matter 
Classified matter must be transmitted only in performance of official and contractual duties. 
Before transmitting classified matter workers must verify:  

• the intended recipient's clearance, equivalent access authorization ( security clearance) relevant 
access;  

• approvals, for example, sigma authorities;  
• need-to-know for the matter being transmitted; and  
• approved classified mail address.  

Workers must ensure classified matter is marked in accordance with the requirements in the 
CMPC Handbook before it is transmitted outside of LANL or to a multi-site work group.  

Proper Packaging to Transmit Classified Matter 
• Consult with your CMC  

o Internal (within LANL) mailing of classified only requires a single wrap 
o External (outside LANL) mailing of classified requires double wrapping 



o Hand-carrying within a security area requires only a cover sheet 
o Hand-carrying between security areas requires single wrap 
o Hand-carrying off-site ("off the hill") requires double wrap, completion of LANL form 

1658, and a contingency plan 
• Note: Rules are a little different for Top Secret matter. Consult with your CMC and/or the CMPC 

Handbook for transmitting Top Secret matter. 

To properly package classified matter for transmission, it is best to consult with your CMC as 
there are different requirements based on the transmission method chosen. The CMC may be 
required to provide the supplies necessary to properly package classified matter. Your CMC will 
also verify a classified mailing address for the recipient in the LANL Mail Channel.  

If you do not have a CMC, send email to the CMPC Team at cmpc@lanl.gov for assistance. To 
verify a classified mail address, send an email to mailchannel@lanl.gov.  

Hand-Carrying Classified Matter Within the Laboratory: 
within a Security Area 

Step Action 
1. Make sure the classified matter is marked appropriately. 
2. Place cover sheets on the document. 

3. Travel directly to the recipient's location without making any 
stops 

4. Verify the recipient's clearance and need-to-know. 
5. Ensure the recipient signs the receipt, if required 

Use this procedure for hand-carrying classified within a security area. If you are going outside 
of a building within the security area, consider the good business practice of using a carry-bag or 
marked envelope. 

Clarification - Scenario 
If you were a resident of a TA-03, Building 1400 (NNSB) carrying classified matter to TA-03, 
Building 2327 (SCC) you may consider the good business practice of using a carry-bag or 
marked envelope.  

Hand-Carrying Within the Laboratory: Between Security 
Areas 

Step Action 
1. Make sure the classified matter is marked appropriately. 



2. Place cover sheets on the document. 
3. Place document in opaque envelope 
4. Seal envelope, if used; briefcase, if used; or locked bag, if used. 

5. Write sender's name, organization and classified mail stop on the 
left hand corner of the envelope. 

6. Write recipient's name, organization and classified mail stop in 
the center of the front of the envelope. 

7. Travel directly to the recipient's location without making any 
stops. 

8. Verify the recipient's clearance and need-to-know. 
9.  Ensure the recipient signs the receipt, if required. 

Many employees believe that classified matter must be double-wrapped when hand-carrying 
between Laboratory sites. This is not required. Single wrapping is permitted when hand-carrying 
a classified document between security areas. Use this procedure to hand-carry within the 
Laboratory between security areas. 

Correctly Marked Envelopes for Hand-Carrying 

 

This classified package is correctly marked for hand-carrying between security areas at the 
Laboratory. 

Clarification - Scenario  
If you are a resident of TA-55 carrying classified matter to a building at TA-16 you would use a 
briefcase, marked envelope, or locked bag.  
 



Hand-carrying Outside of LANL (off-site) 
• This transmission practice is highly discouraged 
• Classified matter must be properly marked and double-wrapped 
• Using a locked briefcase does not count as the outer wrapper when aboard public 

transportation 
• Do not use fabric bags for hand-carrying off-site 
• Use a receipt when transmitting Secret or Accountable matter 
• Do not take your classified matter to unapproved facilities or private residences 

Hand-carrying classified matter off-site is highly discouraged. All other means of transmission 
should be considered before reverting to hand-carrying off-site. Classified matter must be 
properly marked and double-wrapped in opaque material, as if it were going to be mailed off-
site. A locked briefcase cannot serve as an outer wrapper when aboard public transportation, but 
can be used to carry the double-wrapped package. Reusable fabric bags with key locks are not 
permitted for hand-carrying classified matter outside of the Laboratory, except for deployable 
operations such as the Nuclear Emergency Search Team or Accident Response Group. A 
classified matter receipt must be used when transmitting Secret or Accountable matter. Do not 
remove your classified matter from approved storage facilities to private residences or other 
unapproved places such as hotel rooms in connection with your travel. 

Hand-carrying Outside of LANL (off-site), Continued 

Step Actions 

1. 
Complete LANL Form 1658. "Certification and Approval to Hand 
Carry classified Matter Off-site" for each instance of hand-
carrying. 

2. Develop a contingency plan for delayed arrival for each instance of 
hand-carrying. 

3.  
Complete LANL Form 1655, "Letter of Authorization to request 
alternative Airport Screening," if necessary, for each instance of 
hand-carrying. 

4. Ensure classified matter is appropriately packaged. 
5. Prepare a classified matter receipt, if required. 

6. Obtain manager approval on the LANL forms for each instance of 
hand-carrying. 

7. Notify Security of intent to hand-carry classified by distributing 
the approved LANL forms prior to departure of travel. 

Use this procedure for hand-carrying classified off-site. This procedure must be followed for 
EACH instance of hand-carrying. Approvals to hand-carry off-site are no longer valid for one 
year. Distribution of the approved documents, as identified on the LANL forms, must also take 
place prior to departure of travel. 



Faxing a Classified Document 
• Must be sent to and from a classified fax machine. 
• Fax machine must be attended at all times. 
• Sender is responsible for making sure the recipient has proper clearance, need-to-know, and 

authorities before sending fax. 
• Include a receipt in the Fax transmission for all Accountable and Secret matter. 

Faxing a classified document is permissible if it is sent to and from an approved classified 
facsimile (fax) and the fax machine is attended at all times. It is the responsibility of the sender 
to make sure that the recipient has the proper clearance, need-to-know, and authorities before 
sending the fax. When transmitting accountable or secret level matter, remember to include a 
receipt in the fax transmission. Request the recipient to immediately sign the receipt and fax it 
back. 

E-mailing 
Before E-mailing information, ask yourself these questions:  

• Are sending and receiving computers approved for classified transmission? 
• Does the recipient have appropriate access authorization, any required formal access approval 

and need-to-know? 
• Does the message and attachments, if any, contain all required classification markings? 

E-mail may be used to transmit classified information and documents. Before information is E-
mailed, you must ensure that the computers sending and receiving the information are approved 
for classified transmissions at the proper level and category. The sender is responsible for 
ensuring the recipient has the appropriate access authorization, any required formal access 
approval and need-to-know. Additionally, the sender must ensure the E-mail message and any 
attachments are appropriately marked. 

Objective 8: Identify Destruction 
Requirements 

• Conditions requiring classified matter to be destroyed 
• Steps required to destroy classified matter 
• Requirements for inspection of destroyed classified matter 
• Special procedures for destroying classified parts and accountable matter 

In this section we will identify the conditions requiring classified matter to be destroyed, the 
procedures for destroying classified matter and the requirements for inspection of the classified 
matter once it is destroyed. We will also cover the special procedures for destroying classified 
parts and accountable matter. 



General Destruction Requirements 
Classified matter must be destroyed when:  

• No longer needed 
• Multiple copies are found 
• The document or material is obsolete 
• At the conclusion of off-site meetings if the material is not to be used again 

Inspect shredder residue to ensure it meets requirements each time destruction is completed.  

In general, workers must destroy unneeded, multiple copies or obsolete classified matter and 
classified waste as soon as practical to reduce volume to the minimum necessary. All classified 
matter must be destroyed beyond recognition and must not permit subsequent recovery of 
classified information. However, classified matter covered by any current moratorium or court 
order must not be destroyed. Each time destruction of classified matter is completed, you must 
inspect the residue output to ensure that it meets the requirements. 

Crosscut Shedder 

 

The Laboratory has approved certain types of destruction equipment located within security 
areas that may be used to destroy classified matter. The most common classified destruction 
equipment is the crosscut shredder with an output residue of 1 millimeter by 5 millimeters. 
Machines purchased and approved for classified use before December 31, 2003 that produce 
residue with the particle size not exceeding 1/32nd inch in width by 1/2 inch in length may 
continue to be used for the destruction of classified paper matter and non-paper products, except 



microfilms, until equipment repair cannot restore the shredder to cut residue within the 1/32nd 
inch by 1/2 inch particle size. To determine if a shredder is approved for classified, look for the 
red and yellow approval sticker on the machine. If the sticker is not present, the machine cannot 
be used for destroying classified matter. 

Destroying Non-accountable Classified Documents 

 

For Record Destructions, the Classified Matter Custodian, Document Owner and/or the Records 
Management Point of Contact (RM-POC) must fill out Form 1704 via the AskIT request link in 
the LANL Records Management Destruction website. 

Individual organizations may destroy non-accountable classified documents as long as they have 
approved classified destruction equipment. Before any records are destroyed, the Records 
Management Document Control (DCRM) Records Management Program staff must approve the 
destruction to ensure that the document is not an original, of historical value or on a moratorium 
hold. This is done by filling out Form 1704. 

  

  

  

  

https://askit.lanl.gov/arsys/forms/itsm-ars-prod/LANL%3AWebPortal/Home/?cacheid=e026fe16
http://int.lanl.gov/services/records-management/records-disposition-destruction/destruction-by-org.shtml


Destroying Classified Parts  

 

To destroy classified parts, workers must contact the Office of Classification Group at 667- 0686 
for approval of the destruction method. Workers must also document the destruction. The 
documentation must include the names of the workers who destroyed and witnessed the 
destruction. The workers destroying and witnessing the destruction must have appropriate 
clearance, need-to-know and applicable authorizations. Work with your Classified Matter 
Custodian (CMC) for parts to obtain further guidance regarding classified parts. 

  

  

Destroying Accountable Matter 

 



Destruction of accountable matter is not permissible in your work area. Only the accountable 
library CMC may destroy accountable matter. If you no longer have the need for accountable 
matter, contact your accountable matter CMC for guidance. 

Objective 9: Identify Accountability, 
Emergency Situations and Incident 
Reporting Requirements 

• Identify the types of accountable classified matter 
• Review the general requirements for accountable classified matter 
• Identify the accountable libraries 
• Procedures for emergency situations 
• Uncleared emergency responders 
• Actions for handling of classified matter in case of emergency 
• Reporting incidents of security concern 

In this section we will discuss accountable classified matter. We will identify the different types 
of accountable classified matter and review the general requirements for accountable classified 
matter. We will identify the four different accountable libraries that now store all the accountable 
matter at LANL. We will examine how to handle classified matter during emergency situations 
and identify requirements for reporting incidents of security concern. 

  

Types of Accountable Classified Matter 
Classified matter (electronic, paper, media, or parts) that fall under these categories is considered 
accountable and must be entered into an accountability system by the accountable library 
Classified Matter Custodian:  

• Top Secret 
• Secret Restricted Data (SRD) stored outside a limited area or higher 
• Any matter designated as accountable by national, international, or program requirements, for 

example 
o Sigma 14 
o North Atlantic Treaty Organization (NATO) "Atomal" 

General Requirements for Accountable Classified Matter  
• Users of accountable matter must handle it appropriately. 
• New accountable matter must be marked, assigned a barcode and entered into an 

accountability system. 
• Some working papers may also be accountable. 



• Direct any questions about accountable matter to the accountable library CMC or refer to the 
CMPC Handbook. 

The user of any accountable classified matter must ensure that the matter is created, marked, 
handled, protected, stored, destroyed and accounted for according to the requirements in the 
CMPC Handbook. When accountable classified matter is created, the creator must ensure the 
matter is marked as required, assigned a barcode or unique identifier and entered into an 
accountability system by the accountable library CMC. If a classified working paper or draft may 
contain accountable classified information, it must be entered into the accountability system 
pending review. If you have any questions regarding accountable classified matter, contact an 
accountable library CMC or refer to the CMPC Handbook. 

Accountable Libraries 
All accountable classified matter has been centralized into accountable libraries.  

• All Sigma 14 is stored in the Use Control Site Coordinator (UCSC) accountable library 
• Top Secret can be stored in three of the libraries: 

o Weapons Research Services - Secure Information Services (WRS-SIS),  
o The UCSC accountable library, or 
o The Nonproliferation International Security Center (NISC)/Sensitive Compartmented 

Information Facility (SCIF). 

All other accountable matter is stored in the WR-SIS.  

  

Procedures for Emergency Situations  
• The RLM must ensure procedures are in place 
• Procedures must identify:  

o Notification channels  
o Alternative storage and protection methods 

• Safety of workers takes precedence when there is potential for serious injury or death 
• Secure classified, if possible 

The RLM must ensure that his or her organization has developed procedures for the protection 
and control of classified matter in emergency situations. The procedures must identify 
notification channels and alternative storage and protection methods. In an emergency with the 
potential for serious injury or death, the health and safety of workers take precedence over the 
need to secure classified matter. If it is possible to do so without compromising worker safety, 
workers must secure classified matter in a storage container and, if available, activate the 
intrusion detection system. 

Uncleared Emergency Responders 



In a life-threatening emergency, classified matter or information may be granted to uncleared 
emergency responders.  

• In a life-threatening emergency, classified matter or information may be granted to uncleared 
emergency responders. 

- Limit the amount of classified information discussed 
- Limit disclosure to the absolute minimum number of individuals  

- Notify the individual of what specific information is classified and the protection requirements 

- Brief the recipient about not disclosing the information further 

• Minimize access by uncleared emergency responders to only those areas affected by the 
emergency situation.  

• Report disclosure of classified information to the Security Incident Team (SIT) Deployed Security 
Officer (DSO), or a Security Program Lead (SPL). 

Special Handling in Case of Emergency: 

  

 

 

 

 

Action 

Secure classified matter in a storage container and, if available, activate the intrusion detection system, if emergency is n  
life threatening. 

If emergency is life threatening, you may leave classified matter unsecured. 
Report to your RLM any classified matter or repositories that were left unsecured. 
When the area is reoccupied following an emergency, storage containers, vaults and VTR must be inspected to 
determine if classified matter is missing or has been compromised. 
Account for all unsecured classified matter following the emergency. 

This table outlines actions that can be taken in handling classified matter in the event of an emergency that requires you to  
the work area. 



Reporting Incidents of Security Concern 
Immediately notify:  

• Security Incident Team (SIT) (phone 665-3505) DSO or a SPL 
• Your Responsible Line Manager (RLM)  
• Report disclosure of classified information to the Security Incident Team (SIT) Deployed Security 

Officer (DSO), or a Security Program Lead (SPL). 

Do not discuss specific details over an unsecure phone line. Only report that an incident may 
have occurred and the SIT Inquiry Official will make arrangements to gather the necessary 
information. 

All potential or known violations of DOE, NNSA or LANL security directives and policies must 
be reported to the Security Incident Team (SIT), Deployed Security Officer (DSO) or a Security 
Program Lead (SPL). Workers must immediately report any potential or known security 
incidents to the Security Incident Team and their RLM. If the worker reports to the RLM, the 
RLM must ensure that the SIT is notified of the discovery of potential or known violations of 
security directives or policies.  

Classified Matter Contacts 

Topic Contact 

Security Contacts 
• Deployed Security Officer (DSO) 
• Security Program Leader (SPL) 

Classified Matter Issues 

• Classified Matter Custodian (CMC) 
• Derivative Classifier (DC) 
• Responsible Line Manager (RLM) - usually your Group Leader 
• CMPC Team- 665-1802 
• cmpc@lanl.gov 
• Records Management for destruction of original or historical documents 

It is always better to ask for advice about classified matter protection and control rather than 
presume what the procedures are. If you have questions, contact these Laboratory resources for 
assistance.  

 



Objective 10: Be aware of Points of Contact 
and Reference documents 

• Classified Matter Protection and Control Handbook, P204-2 
• DOE Order 471.6 Admin Chg.2, "Information Security" 
• Management of Classified Parts Policy, P821-2 

Classified Matter Protection and Control is a broad subject. If you feel you need more guidance, 
the Classified Matter Protection and Control Handbook and DOE order 471.6 Admin Chg.2, 
Information Security, are good references that will provide more in-depth information. There is 
also policy specifically for managing classified parts.  

  

 

  

You have come to the end of this course. After exiting, you will be required to pass a quiz to 
receive training credit. The quiz can be accessed separately from the course content list in 
UTrain. 

 

 

https://policy.lanl.gov/pods/policies.nsf/LookupDocNum/P204-2/$file/P204-2.pdf
https://www.directives.doe.gov/directives/0471.6-BOrder-admchg1/view
https://policy.lanl.gov/pods/policies.nsf/LookupDocNum/P821-2/$file/P821-2.pdf
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